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--~ VtlRJtltlqs«Pt~!ijifj (~.) ¥lctSIQfc:rtQ 
OFFICI<: OF T HE I)R. DI.RECTOR OF INCOME TAX (INVESTIGATION) 

<f1 .. lhir.o .. , ~",,,r.ftt., , all' .. "",,, ."\1~ 
3RD FLOOR, CR n UIL.I>lNG ANNEXE. QUEENS ROAD, DENGALURU 

F.No.62lDFSlllr.orr (Inv.)IBLRIl024-25 Dale: 22. 10.2024 

NOT.C ": INVIT ING TF.Nn r.RI NG FOR EMPANELM-ENT OF DI G ITAL FORENSIC 

SERVICES AND FI NANCIA l. ANAL.YSIS SERVICES 

I. The Pr. Director of Income Tax (lov.). Bcngaluru invites lenders in sealed covers 

from eligible. bona-fide, reliable and resourceful service providers experienced in the field o f 
Digital Forensic Services including FinanciallOata Analysis Services for specific services for 

the o ffice of the 17. DircctQl'" of Income Tax (Iov.), 8engaluru. The empanelment is for a 
period oft hn.-e year w.c.rO I. 12.2024 to 30.1 1.2027 which may be extended by another two 

years, at the administrative convenience o f the Pr. Director of Income Tax (Inv), Bengaluru, 

subject to satisfactory performance. 

2. Offer should be submitted in 2 (two) bid pattern, i.e. (i) Techn ical bid and (ii) 
Financia l bid and both the bids arc to be placed in two separate sealed envelopes (clearly 

superscribing 'Technical bid' and 'Financial bid' ) which in lurn should be placed in ooc 
single sea led conr, duly superscribed "Tenders for empanelment of Digital Fo re nsic 

St!rvicts for the office of Ihe PI)IT (Iov.), Beoga luru" and addressed to "The I~r, Direclo r 

of locom~tu (lnv.), Beoglll lu r u" so as to reach the OtrK:e of Pr. Director of Income-ta.x 

(Inv.), Ikngaluru, nolllllttr tha n 05:00 P.M. on 12do November 2024. 

3. The Tender! Techn ical IJid will be opened on IJl-Io November 2024 at 11:30 A.M., 
and the Fina ncia l Did on 14110 November 2024 III 11:30 A.M in Room No. 203 , 2nd Floor, 

AddI.DIT(lnv.), U- I & 1-100, 0 /0 1'r.DIT(lnv.), CR Building (Anncxc), Queen's Road, 

Bcngaluru. 1llc Financial Bid of only those Service Providers shall be opened whose 

technical bid (inclusive of profile of applicant Service Provider) are found eligible in the 
presence of the Vendors or the ir representatives who may lik.ely to be prescnt Detailed 

infonnation f terms and conditions for the purpose can either be downloaded from 
",~~.cprfK'urt'.2()\.in and w"'·"'·.incomehlXkarnllltaka]!oa.eo\.in or Tender Documents can 

also be colicctl."tI from this office during the regular olliee hours i.e. II :30 A.M. to 05:00 
P.M., on payment of non-refundable tender fcc of Rs. I,OOO/-by Dema nd Dra ft drawn in 

fa\'our of T he ZAO, C UOT, lkngaluru payable at Bcngaluru. In case the tender document 

is downloaded from the websites. II non-rcfundable tender fee ofKs. 1.000/- has to be paid by 
way o f Dcmllnd Draft d rawn In fa vour of The ZAO, CUDT, Uengaluru, paya ble at 

Bengaluru , at the time of submission o f the duly filled tender application. 
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4. Critical dates of the tender is as under:-

Last date of availabi lity of tender documents 

for down loading 

Last date for submission of tender 

Opening of tendcr..:-

(0) Technical Bid 
(b) Financial Bid 

12do Nonmber 2024 

121~ November 2024 

t I :30 A.M. 011 131~ November 2024 

II :30 A.M. on 141~ November 2024 

2-'-/ \ 0 {Z<l2-'I 
(D Sanka G nesh, IRS) 

Addl. DIT (Inv.), n - I & 1100 
Bengaluru 
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SECTtON - 1 

l)OM .. :STIC COMPETITIVE DIDDL"'IG 
(Through call of open Tcnders) 

Tcnder No.F.No.621DFS/Pr. DIT(lnv.)lBLRI2024·25 Date: 22. 10.2024 

Period ofContracl From 0'·' December 2024 to 30'- Nonmber 2027, 
which may be e){tcndcd by another two years, at the 
administrative convenience of the Pr. Director of 
Income Tax (lnv.), Bcngaluru, subject to 
satisfactory performance. 

Earnest Money Deposit Rs. 30,000/· by Demand Draft drawn in favour of 
ZAO, CBDT. Bcngaluru payable lit Bcngaluru. 

Th, tender documcnts can be May be downloaded from c·procurcmcnt website 
obtained from i.e., ",~\q;:[!:rocure.gO\ . in and 

w",w. i ncoffieta,kqrnatakagoa.gov . in 
or can be collected from this office during the 
regular office hours i.e. 10:00 A.M. lO 05 :00 r .M 

Tender cost Non·refundable. 1,0000·by Demand Draft drawn in 
favour of ZAO, CB DT, Bengaluru. payable al 
Bcngaluru 

Last Date & Time for receipt of Bid Date: 12'· NO\'cmber 2024 
Time: 05:00 P.M. 

Time fmd Date of opening of Bids Technical Bid: I I :30 A.M. on 1 3'~ Nov. 2024 
Financial Bid: II :30 A.M. on 14111 Nov. 2024 

Tenders addressed to The Pr. Director of Income Tax (Investigation), 
Bengaluru 

Tcnder documcnlS can be submincd 10 Office ofthc Pr. Director of Income Tax{lnv.). 4m 

Floor, CR Building Annexe, Queens Road, 
Bcngaluru 

Placc ofOpcning of Bids Room No. 203. 2nd Floor, AddI.DIT(lnv.). U- I& 
HOO, Onicc o f th, Pc. Director of Income 
Tax(lnv.). CR Iluilding Anncxc. Queens Road, 
Bcnga luru 
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SECTION - II 

INVITATION TO 8 11) 

I. Income Tax Dep3rtmcnt. Bcngaluru intends to invite tender in sealed covers from 
eligible, bona·lidc, reliable and resourceful service providers experienced in tllc lickl of 

Digital Forensic Servict.'S for specific services for the omce of the Pro Director of 
Income Tax (Inv.), Ilengaluru. TIlis tender is fur Iixing thc luwest cligible rdte for the 

Digital Forensic services including Financial/[}dta Analysis Services the terms of which 
are elaborated in Section III & Section IV of this tender document. The eligible service 
providers shall provide the services at the rate fixed after Iinalisation of this tender. 

2. Summary or the job work: At the outset. the Service Provider should have the 
capability to carry out Digital Forensics &. Analysis and allied services including : 

• Forensic acquisition I Imaging of different types or storage media such as 
hard Drives. USB thumb drives. CDs/DVDs, Tablets, Servers etc. Gathering 
evidcncc and infonnation including deleted Iiles, cracking passwords from 
suspected com puterl souree with hash value report generation and preparing 
separate working copy by using ICglll and most eOieient and updated forensic 
tools 

• Email Forensics: Indexing of mails, time-line analysis, keyword searching. 

• Mobile Forensics : Logical and Physical extraction of mobile phoocs/ all 

kinds of smart phones including I-phones. I·pads etc, data extraction and 
analysis, SIM card analysis 

• On-site mapping and securement ofiT infrastructure . 

• Detection of various accounting sonware systems per premise 

• ERI) (SAI'r rallyJotnerslcustom ERP sonwarc) data acquisition 

• Livc analysis and report generation on accountinglERP database 

• Software code analysis to detect suppression of reported income 

• Enterprise wide data searches for specilic seareh !enns 

• Detection and analysis of Cloud Data sources 

• Automated backup of specific files types 

• Analysis of forensic anefacts for user activity mapping on computers 
• SQL scripting for relational database analysis. 

• Custom scripting for mobile data analysis. 

• Acqui sition and analysis ofCCTV dumps. 

• Recovery of deleted data. Analysis of delctt.:d!Non deleted data of Excel 
files/Doc Iiles/I'OI: IileslScan images. D-dta files for TALLY or any other 
accounting application. Data hidden in unallocated sectorslData hidden in 
pictures. 

• Analysis of electronic data/clectronic evidence assigned to it by the Income 
tax Department ("-ITD'"} and submit a report in writing for the purposes of 
The Bharatiya Sakhshya Adhiniyam,2023 . 

• Antilysis repon shall also specify the location of Iiles. Resources shalt a lso 
Cllrry out sueh investigution as required by Investigation OOicer including 
password breaking & Text to Speet.;h converters. 
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• Password·breaking in all possible OS environments. mobile platfonns. This 

may include springboarding and jailbreaking for iOS devices, and ROOling 

lor Android devices to access data when the target person is nOliooCoopcrative. 

• RemOle access of databases through VPNISSID based applications or other 
such architecture in use by present day businesses spread over distanl 

geographical locations for storage and recovery of finnncial data, 

• Review and Analysis o f Data shall include, but not be limited to, Bank 

Statement Analysis, Analysis of emails, social media chats, financial data o n 

applications like Tally, Tally ERP, SA P, Oracle or any other customised 

RDOMS application using software tools, database Analysis through 

software tools etc., relationship resolution & presentation of analysed data. 
Discovery of patterns in the data including the financ ial data using AI based 

or any other relevant tools. T his in tum may include small pieces of software 

coding 
3. The Qualification/professional skill f!Quiremcnts of resources pe~onnd : Service 

Provider resource person required for Onsite Evidence Collcction & OIT·sile rcslOration 

and Investigation. should possess minimum offollowing skill sets: 

(8) Degrcel MS in Computer Forensic from a recognized institute. 
(b) Proficiency in using FORENSLC Hardware (I-UW) & Software(SIW). 

(c) Proficiency in using Tableau duplicators, Encase forensics. 
Password, wtite·blockers. 

(d) Database knowledge about different Operating Systems. 

(e) Knowledge of RDBMS based Oraclc/Microsoft SQL etc., 
(I) Knowledge of MS SQL & MySQL. 
(g) Knowledge of TALLY and other book: keeping soflwares. 

(h) The forensic team should have at least one member from financial background 
like CNCFNCS to assist in digital forensic analysis. 

(i) Ability to gather, view, and analyse largc volume of data that may be present 
in various disparate formalS. 

(j) Proficiency in spreadsheet programs like MS Excel . 

(k) Knowledge oflJython, Power BI, SQL, R find MATLAB. 
(I) Skilled at data visualisation and capability to prescnt reports in u format as 

required . Shou ld be skilled at creating c lean, visually compelling chans thai 
will help understand the data. 

(m) Strong logical skills and statistical knowledge 

4. The service provider is expected to prevent any unethical usage of data of the 
Directorate and requires confidentiali ty and complete integrity on pan of service 
provider as well as its resouree persons 

5. The Earnest Money Deposit (Refundable, if the bid is not successful) of Rs. 30.000/· 
(Rupees Thiny Thousand only) in the form of Demand Draft in favour of ZAO. 
C OOT, Dcngalu ru payable at Bcngaluru. has to be remitted along; with bid forms. 

6. Initially. the empanelment will be fOl'" 8 period of thn.-c year (from 01 >1 I)e(:embcr 1024 

to 30U. No\·e mbcr 2027), which may be extended by another two years at the 
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udminiSlllllive convenience or The Pro Director oflncome Tax(lnv.), Bcngaluru, subject 

to salisractory perfonnance. 
7. l1lc bid documenl can be downloaded from e-procurcment websile i.e., 

wwww.eprocUTe.gov.in and www.incomel3Xindia.gov.in. or Tender Documents ean 

also be obtained from the AdminislOltivc Officer. Grade-III, Cash Section, 0 /0 
Princ ipal Director of Income Tax (Investigation), l3engaluru during the regular onice 

hours i.e. II :30 A.M. to 05:00 P.M., on payment of 1I0D-... efundahle tende ... fee of Rs. 
1,0001. by Demand I..>rnft drawn in fuvour of ZAO. CODT. Bengaluru payable al 

Ucngaluru . In case the tcn<k:r document is downloaded from the websites, a non­

refundable tcnder fee of Rs. 1,0001· has to be paid by way of Demand Draft dmwn in 

favour of ZAO, CBDT, Bengaluru, payable al Bcng8luru, al the time of submission of 

the duly filled tender application. 

8. The Income tax Department makes no commitments, explicit or implicit. that this 
process will result in a business transaction with anyone. This lender dot.'S nol constitute 

an offer by the department. 1'hc bidder's participation in this process may result in 

selecting the L- I bidder and further to invite other bidder for empanelment al L-l rates 

subject to individual items where they have offered lower rates. The commencement of 

such empanelmenl does not. however. indicate any commitment by the department to 

award the bid. TIle department also reserves the right to accept or reject any bid, and to 

annul the bidding procl.:ss at any time, without thereby incurring any liability to the 

affected Bidder or Bidders. 

9. The offer is only fo ... empanelment and the same would not amount to any work 

rootracl 0'" s u"'ely with ... eferenee to allotmelll of ",·o ... k. 
10. OfTer should be subm itted in two (2) bid pattern, i.e. (i) Technical bid, as per Section 

VI and (ii) Finandal bid. as per Sect ion VII, and both the bids are to be placed in two 

separate sealed envelopes (clearly superscribing Technical bid' and 'Financial bid') 

which in tum should be placed in one single sealed covt.'f, duly superscribed -renders 

fo ... P ... oviding Digita l forensic Services for the office of the P .... D1T (lnv.), Income 
Tn Depa ... tment, Rengalu ... u" and addressed to "The I)r. Oi ... eclor of Income-lax 

(Inv.), Rengliluru", so as to reach the o ffice of the Principal Director of Income Tax 

(I nvestigation), Income Tax Department, Bengaluru. 1101 later than 05.00 I).M., on 
12'10 Novem boer 2024. 

11. The bids of the Service Providers whosc technical bid and financia l bid are not placed 

in separate scaled envelopes or if they qUOit: the rdles in the tcchnical bid, then such 
tender shall be rejected fort hwith. The Fiuncial Bid of only tbose Servitt Providers 

shall be opened whose technical bid (inclusive of p ... ofik: of applK:lIIDt Service 
Provider) are found eligible. The financial bid of the disqualified bidders after 

assessing technical bid shall be returned. unopened. The tender without camelot moncy 
wilt be disqualified. The Demand Draft submitted by unsuccessful Service l"roviders 

w;11 be returned within 20 (Twenty) working days of opening the tender. If the 

s uccessful Servke P ... ovider ... efuses to provide the services as per the tender 
coaditions, U~en the ea ... nest mODey deposit will be fo ... feited. The earnest money 

deposit o f the successful Service: Provider will be returned after one month from the 

dllte of providing the service. 
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The Tenders for the Technical Bid will be opened on 131to November 2024 al 11 :30 A.M., 

and the Financial Bid on 14'" No\'cmbcr 2024 alll :3O A.M in Room No. 203, 2,.j Floor, 

AddI.DIT{lnv.). U-I & HOO, 0 /0 Pr.DlT(l nv.). CR Build ing (Anncxe), Queen's Road, 

Bengaluru. The Financial Bid of only those Serviec Providers shall be opened whose 

technical bid (inclusive of profile of applicant Service l'rov idcr) are found e ligible in the 

Office of the Pro Director o f Income Tax. CR Build ing Annexe, Queens Road. Bengaluru the 
presence of the Bidders or their representatives who may be prescnt. The tenders will be 
opened by the Tender Evaluating Committee constituted for this purpose. They will 

scrutinize the technical bids and determ ine the eligible bids. Thereafter, fi nancial bids of only 
eligible bidders will be opened. 
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SECfJON·llI 

INSTRUCTIONS TO BIDDERS 

1. The Bidders are advised to study the tender document carefully. Submission of Tender 
shall be dl."Cml..'d to have been done after careful study and examination of the tender 
document with ful1 understanding of its implications. Failure to furni sh all inlormation 
responsive to those mentioned in the tender documents or submission of a proposal not 
substantially responsive to tender conditions may resu lt in rejection of the proposal. 

2. Process: Selection ofa successful Service Provider will involve a six (6) stage approach 
before issuance of Work Orderlletter of appointment. 

i. Issue of Notification. 
Ii. Issue afRid Document 

III. Receipt of Bids 
IV. Evaluation of Technical Bkt 
v. Selcction oftcchnica lly qualified bidders 

vi . Evaluation of financial bids and finalisation of rates 
vii. Offer to technically qualified bidders 10 offer services at such rates 

viii. Finalisalion of vendors to be empaue1lcd. 

3. The bidder is required to fill up the Profile of his Organization and submit other details 
in the fonnat given as per Annexure- A of the Bid Document. 

4. The bids are to be submitted in two parts in sepamte scaled envelopes. i.e., Technical 
Bid and FinanciMl Bid. 

5. T he Technical Hid submittetl by the bidder shall include the following: 

I. Full particulars of Govt. or other organ i:r.3tions, where the Service rrovider 
has provided Digital Forensic Services, Data Analysis Services (Self·ancstod 
copies ofthe relevant work orders are to be enclosed). 

ii. Profile of his Orgnni7..ation and other details in the fonnat given as per 
Annelture·A 

6. Sea lin& and Markin& of Bids: 
(a) The Technical Bid (as per Section VI) a long with EMO instrument and 
requisite documents shall be placed in one sealed envelope superscribed 'Technical 
Bid' . The Financial Bid (as per Section VII) shall be kept in a separate sealed 
envelope superscribed ' Financial Bid'. Both the envelopes shall then be plucl.-d in one 
single sealed envelope supcrscritxxt "Tenders for Providiog l>igita l Forensic 
Services for the office of the PDlT (In,), Income Tn l)ep:oIrtm ent 
Bengaluru" and addressed to "The Pro Director of Iacome--TaJ: (In v.), 
Ikngaluru". The bidder' s name, telephone number and com plete mailing addrcss 
shall be indicated on the cover of the outer envelope 

(b) Both the inner envelopes supcrscrilx.-d "Technical Bid'" and ~Financia l Bid" 
shall have the name and address of the bidder so that ifrequired. they may be returned 
to the bidder without opening them. 
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(c) If the outer and inner envelopes are not sealed and marked as required, the 

Ineome·tax. department shall assume no responsibility for the bid's misplacement or 
premature opening. 

(d) If for any reason, it is found that the Technical Bid revea ls the Financia l Bid 

related details in any manner whatsoever, or, the Financial Bid is enclosed in the 
envelope superscribed, "TL>chnieal Bid", the Bid document will be summarily rejected 
in the first instance itself. 

(e) All the Bid documents submitted shall be serially page numbered and conta in 
the table of contents with page numbers. 

7. Deadline ror Suh mission or Rids: 

(a) The applicants should submit their bids in a scaled envelope, as described above 

to the Office of the Pro Director o f Income Tax, CR Building Anncxe, Queens 
Road. Bcngaluru by 05:00 P.M on 12'· NO\'c mbcr 2024. 

(b) No acknowledgement, in respect of receipt of any bid, shall be issued. 

(e) Bids must be received by the Income-tax department at the address spccirlCd not 
later than the time and date spec ified in the Invitation for Bids. 

(d) In the event of the speciJied date ror the submission of Bids being declared a 
holiday for the Income-tax department, the Bids will be received up to the given 
time on the next working day. 

(e) The Income-tax department may. at its discretion, extend the deadline for 
submission o f bids which will be binding on all the bidders. 

(f) Any bid received by the Income-tax department after the deadline for 

submission of bids prescribed by the Incomc--ta.:~ department in the bid, 
document will be rejected and will not be opened. 

8. ModirlCll tions and Withdrnwal of Rids: 
(a) No modification or substitution of the submitted application shall be allowed. 
(b) An applicant may withdraw its Tender after submission, provided that written 

notice of the withdrawal is received by the Income-tax Department before the 
due date for submission of applications. 

(c) HIe withdrawal notice shall be prepared in original only and each page of the 
notice shall be signed and stamped by authorized signatories. The copy of the 

notice shall be duly marked as " WITHDRA WAL". 

9. Openl" !: a nd Eva luation orTcchnical Rids 
(a) The Tender Evaluating Comm ittee appointed by the Income-tax Department ! or 

a committee appointed for this purpose will open all Technical Bids in thc first 
im;ta nce on the appointed date, time and venue. 

(b) During evaluation of the bids, the Income-tax Department may, at its discretion, 

ask the Bidder for clarification of its bid. The request for clarification and 
response shall be in writing. 

(c) No bidder shall contact the lncomc~tax Department on any matter relating to his 

bid from the time of the bid opening to the time the issue of work order. All 

bidders are strongly advised 10 furnish all material infonnatiOIl in the bid itself. 
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(d) Any elTort by a Bidder to innuencc the Income-tax Department in its decisions 

on bid evaluation. bid comparison or work order decision will result in rejection 

of tile bid. 
(e) The Financial Bid of only those Service Providers shall be opened whose 

tLochnica[ bid (inclusive of profile of applicant Service Pro ... ider) are found 
eligib[e. 

[0. Openine: and eva[uatio. of Fin.nci~1 Did, 
(a) The results of the bid will be communicated in writing to the qualifying bidder. 

The unsuccessful bidders will be notified separately. 

(b) The Price Bid shall com prise the price component for all the services indicated 

in the Section-IV and other St."Ctions of this bid document. The price qU()(ed by 

the bidders shall inelude all applicable taxes. where ... er appl icable. The bidder 
shall include Service tax and Surcharges etc. as applicable on the services that 

arc pro ... ided under this conlr.lCt in the lump sum rates quoted and Income-tax 
Department wou ld not bear any additional liability on this account. 

(c) Income-tax Department shall howe ... er, deduct sueh tax at source as per the rules 

and issue necessary certificates to the Service Provider. The prices once 
accepted by the Income-tax Department shall remain ... alid till the contract 

remains in force. 

(d) RatL'S shall include statutory obligations as may be applicable. 
(e) AmountslPrices shall be quoted in Indian Rupees only. 
(0 Arithmetical errors will be reclified on the following basis: • If Ihere is a 

discrepancy between words and figures, the amount written in words shall be 
taken as the bid price. 

11. Regu~.!Ii for Informlltioa : 

Bidders are required to direct nil communications related to this document through the 
designated Contact person Administrati ... e Officer, Gr-II. Cash Section, 0 /0 PDIT 

(In .... ), Bengaluru. All queries relating to the Bid, technical or otherwisc. must be in 

writing only to the designated contact person. The Department will not answer any 

communication initiated by Respondents later than five business days prior to the due 
date of opcnins of the bids. If the Department, in its absolute discretion, d«:m$ that the: 

originator of the question will gain an advantage by a response to a question, then 

department reserves the right to communicate such response to all Respondents 
12. The Income-lax Department, without assigning any reasons, reserves the right to Ilccept 

Of" reject any bid, and to annul the bidding process and reject all bids at any time, 
without thereby incurring any liability to the aITected Bidder or Bidders or any 

obligations to inform the aITected Bidder or bidders of the grounds for the action of the 
Income-tax Department 

13. The Bidder shall sign his bid with the exact name of the concern whom the Income Tax 

Department has empanelled as Service Pro ... ider. The Bid document filed by the bidder 
shall be typed or written in indelible ink. No o ... erwriting or cUllings shall be permined. 

14. lhe lncome-tax Department reserves the right 10 rejcct the bid ha ... ing de ... iat ions from 

the prescribed terms and conditions. 
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15. The Service Provider shall not subcontract or permit nnyone other than himself to 

perform any o f the work. service or other perfonnancc required of thc Service Provider 

under the contract 

16. Making misleading or false representation in the bid document will lead to 

disqualifteation ofthc Didder at any s tage . 
17. Where the bid has been signed by the: Authorized Representative on behalf of the 

concern, the bidder shall submit a ccrtiHcatc of authority and nny other document 

consisting o f adequate proof of the abi lity of the signatory to bind the bidder to the 

contract. (Income-lax department may out right ly reject any bid. which was not 
supported by adequate proof o f the signatory's authority). 

18. Department reserves the right to negotiate the prK:e with lhe HnaJly shon listed bidder 
before awarding the contract. It may be noted Ihat Income Tax Department will not 

entertain any price negotiations with any other bidder 

Read and aeccJXed. 

Signature and stal11 p o r 
Bidder or Authorized Signatory 
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TERMS & CONDITIONS 0.' CONl'RACl' 

I. In the event orbid being accepted. the bid will be converted inOO a contract between 

Income Tax DepartmCni (ITO) and the successful bidder (Service l'roviderNendor). 
Such contract shall be govcrned by the tcnns and cooditions given in the following 
paragraphs. 

2. Summ llry of the job wo ... k : At thc outset, thc Service Provider should have the 
capability to carry out Digital Forensics & Analysis and allied services including : 

• Forensic acquisition ! Imaging of different types of storage media such as 

hard Drives. USB thumb drives, CDslDVDs, Tablets, Servers etc. Gathering 
evidcncc and infonnation including dcleted files, crocking passwords from 

suspected computer! source with hash value report genemt ion and preparing 
separate working copy by using legal and most efficient and updated forensic 
tools 

• Email Forensics: Indexing of mails, time-line analysis. keyword searching. 

• Mobile Forensics: Logical and l'hysical extraction of mobile phones! all 

kinds of smart phones including I-phones, I-pads etc, data extraction and 
analysis, SIM card analysis 

• On-site mapping and securement ofrT infrastructure. 

• Detection of various accounting software systems per premise 

• ERP (SAPrralty/othcrslcustom ERP software) data acquisition 

• Live analysis and report generation on accountinglERP database 

• Software code analysis to detect suppression ofrcported income 

• Enterprise wide data searches for specific search tcnns 

• Detection and analysis of Cloud Data sources 
Automatcd backup of speci fi c files types 

• Analysis of rorensic artefacts for uscr activity mopping on computers 

• SQL scripting for re lat ional database analysis. 

• Custom script ing for mobile data analysis. 

• Acquisition and analysis ofCCTV dumps. 

• Recovery o f deleted data. Analysis of dcletcdlNon deleted data of Excel 
fileslDoc file~PDF fileslScan images. Data filcs for TALLY or any other 
accounting application. Data hidden in unallocated St:ctorslData hiddcn in 
pictures. 

• Analysis of electronic datafelectronic evidence assigned to it by the Income 

tax Department (" lTD") and submit a report in ..... Titing for the purposes of 
The Bharatiya Sakhshya Adhiniyam. 2023. 

• Analysis report shall also specify the location of files. Resources shall also 
carry out such investigation as required by Invcstigation Officer including 
pass ....... ord breaking & Text to Speech convertcrs. 
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• Password-breaking in all possible OS environments. mobile platfonns. This 
may include springboarding and jailbrcaking for iOS devices. and Rooting 
for Android devices 10 access data when Ihe target person is non-cooperalivc. 

• Remote access of databases through VPN/SSID based applications or other 
such architecture in use by present day businesses spread over distant 

geographical locations for storage and recovery of financial data, 

• Review and Analysis of Data shall include. but not be limited 10, Bank 
Statement Analysis, Analysis o f emaits, social media chats, financ ial data on 
applications like Tally, Tally ERP, SAP, Oracle or any other customised 
WilMS application using software tools, dalabase Analysis through 
software tools etc., relationship resolution & presentation of analysed data. 
Discovery of patterns in the data including the financ ial data using AI based 
or any other relevant tools. This in tum may include small pieces of software 
coding 

3. The vendor should have the capacity to examine the digital dcvices (ineluding laptops. 

desktops, servers, sma rtpbones and a ay electronic computing device wbich can 
store and process fiDucia l aad business process d ll t. by whatt ver na me called) for 
suspected evidence. 111C vcndor should have the capacity to do acquisition o f digital 
evidence (involving backup. copying. I maging and cloning) at the time of Search, 
Seizure and Survey Action or any other time as required by the ITO. 

3. 1 The vendor should have capability to do a fair Forensic acqu isi tion involving 
col lcct.ion of data in a forensically sound manner us ing, licensed, open-sourced 
tools depending upon the operating system. The devices include servers, 
desktops. mobi le phones. eloud data in mobile pbones and third-pa r ty 
cloud servi«s. The vendor should have capability to access remotcJnetworks 
and detenninc hidden systems and servers which are being, used for various 
purposes during, the course of search action. 

J .2 The vendor should have capability to do Dahl Estraction a nd Data 
Re mediation which includes extraction of data from forensic fonnats such as 
EO I, EXO I , DO, AFF, ele. into nativc fonnats such as Word. Excel. I'O F, 
SQL, etc. as and when required by the ITO The vendor should have capability 
to do Data Remediation including de- dupl ication o f data, removal of sySlem 
fil es, culling of fil es based on files types and partition wise reduction o f 
repeated data and presentation of data in readable fonnalS (Native fil es) as and 
when required by the ITO. 

3.3 T he forensic: engiaeers of the vendors bave to be qualified to sta nd as 
Clpcrt witness in courts to describe and defend the methodo~g)es adopted 
during any of the stages involved in Data Acqu isition, Proccs..,i ng. 
Analysing, and Presenting. 

3.4 The Vendor should have capability to do lhsic oal_ presentlltions in which 
the forensic vendor isexpected to perform comprehensive restructuring of data 
and provide the data which is usable by the Authorized officer for his 
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invt:Sligative requirements. This ineludes providing mel3dalt1 informmion. file 

signoture infonnation, and deleted data information and data reconstructed 

information. 

3 .5 The vendor should have the capability to locate, identify and analyse 

encrypted files. Further, the vendor should also have the capability to break 

encryption. crack password and access hidden data; the vendor should also be 
able to provide such recovered decryptedlpassword-cracked/unhiddcn data in a 
readable formal. 

3.6 The vendor shou ld have capability to do Forensic acquis ition involving 

collection of data from mobiles. tablets in a forensically sound manner using 
licenscdlopen-sourced tools depending upon the operating system. The Vendor 

shou ld have capabi lity to do Data Remediation or mobile data which includes 

extraction of text messages, voice notes, call records, documents, and mobile 
notes. The vendor shou ld have capability to do Da ta retrieval rrom mobile 

IIpplicalions (wherever possible and applicable), logical examination of 

mobile phones and detenniningwhether logical backups or physical backups to 
be taken and perform the specified activity with concurrence from the 

!\uthoriLOO On-teer. 

4. Reco\'ery or l)eld ed fil es: The vendor should have capability to do Oata retrieval 
services from computers which include relrieving data from servers where data has 

been deleted and where databases have been modified. using retrieval techniques from 

the log files. Where log files arc not available, reconstruction of respective databases 

using th ird party tools may be adopted 

4. 1 The vendor should also have capability to re<: rea le the origina l data from 
pa rtill l recovered dlll.ll in areas of file signatures. delcted files. recreation o f 

panially broken fi les, carving ofpania lly overwrittcn li les. and reconstruction 
of broken databases 

3. Amdysis or d a ta : The vendor should have cupability to do basic Investiga tive 

a nalytic,'I in which, wherever requ ired, the authorized onicer may seek the assistance of 

the forensics team to perform database interpretations., email keyword searches, normal 
Web searches, or any other relevant support activities relating to clectronic devices and 
evidences during the conduct of search and vendor should be capable o f samc. 

5. 1 The vendor should havc the capability to handle large volume of data in 

disparate form~ the vendorshould also have the tools to index the large volume 
o f data so that the data from disparate sources in various file formats becomes 

query-abled. TIle vendor should have the capability to idcntify rclationships 
hctw(''en various data items and provide deep insight into the data being 

analysed. Such large data may include Stock Exchange Trade D-<l.taI 
Commodity Exchange data related to shares. debentures, scrips, futures and 

options etc.; bank Slalements; cash flows I fund trails. 
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5.2 The vendor shou ld have the capability to present the analysed data in 
appealing. intuitive and illustr.t.tive visualisations. The vendor should be in a 

position to employ various visualisation tools that may require custom coding 
as wel l 

6. Special Requirements: Over many years of experience with digital data ret rieval and 
analysis ITO offICers have become well- acquainted with the possible situations faced 
by search teams lOr locating and accessing relevant data and the technology deployed 
by target persons to conceal data. 11 is therefore expected of the prospective service 
providers [0 match the organi1.8tional ski ll set and to augment it with technical know­
how and Intest software (sIw) andhardware(hlw) tools to deal with d ifficulties faced in 
geuing timely access to financial data, which is at the core o f any successful search 
action by the ITO. Some possible sccnarios have been outlined below to give a fair idea 
to the Service Providers o f the level and seope of forensic support expected of them. It 
may be elearly undcrstood here that Ihese anecdotal accouilill of the data for-ensic 
scenarios are just a few examples of Ihe nature of job requirements to give a 
persptttive to the Service Providers. Tille scope of work is certainly broader and 
much varied bailloilimited to these suurios 

6.1 Scenario t : Pas:.o;wnrd Ilreaking : 

6.1.1 ITO usually find encryption in d ifferent type of devices and fik-s like mobiles. 
desktops, laptops, hard drives, document files and tally data. In these cases, 
password breaking starts with the use or a forens ic software like I)assware, 

Access data FTK etc. which hav(: their own dictionaries (thousands o(possible 
passwords which call be alphabets. a lphanumeric, numbe",- symbols, 
uppercase and lowercase, spaces etc.) and using several permutations and 
combinations, they recover the underly ing passwords. 

6.1.2 Si nce, password can vary from weak to ~1rOfIg, the software decryption 
limeline is II challcnge and the skills and experience of the forensic team 
becomes a determining factor in real-time resolulion of the encryption and 
hencc. not j ust the sJw tools deployed but also the active skilled intervention of 
the forensic manpower is of utmost importance in getting a quick match. There 

will be situations where vendor has to add their own dictionaries to enhance 
the decryption process. 

6.1.3 The software tools deployed so far automatically detect the file type and 
complexity level of the password and offer all possible types of attacks 
including but not limited to dictionary attack., brule force attack, xieve attack 
etc. The task or the lo rensic manpower is to decide on the trade-off between 
00. o r types o r attacks to be selected and the time taken by the 
recovery/decrypt)on process 

6.2 Scenario 2: Serven Outside India: 

6.2.1 It is not unusual nowadays to find that database servers o f target persons are 
situated outside India and data has to be rctrievcdlbackcd up using our own 
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processes and methods. The forensic learn should, firstly, be able to identify if 

any server is moinlnined outside Indin lIs ing Ir addresses. Then, the forensic 

learn can take access of the live/running remote server using the ercdentiols 

which arc gathered by asking the target person but in this process, it is for the 

forenSK: team 10 identity the admin who controls the maximum rights of the 

server. 

6.2.2 Once the server <btu (Accounting, Finance, Stock etc.) is accessed we identify 

its validity and pul checks on the last updation of the data in the server. This is 

the most significant part of the exercise because evidentiary value of the dala 

has to be ensured and the Forensic team should be able to document Ihe 
process deployed for accessing the data and categorically ensure thaI the 

COrrt.-C1 data retrieval and data integrity chccks have been put in place while 

backing up the data. 

6.2.3 An important task for lhe forensic leam in such cases is 10 check if the host o f 
the server is a third· party entity likc A WS (Amazon), Microsoft Azure. 

Salesforce etc. While the host can be the same organization entityltarget group 
but very often such remote servers are hosted by dala service providers Of 

cloud service providers. 1bc forensic team should be well-conversant with the 

procedurcsllndustry practices for obtaining access to database servers from 

such third party hosts 

6.2.4 Once the host is idcntifiL-d, the forensic have to check the configuration of the 
server as in size of database, application size, machine infrastructure. client· 

side configuration. Since, database is running on the live server. it is usually in 
raw fonn and size is vo luminous, which makes it necessary to create a backup 

of the database which is then compressed for its usc. After this compressed 

database is backed up, it is essential for the forensic team to verify and cert ify 
the validity o f If.e database i.e. the backup mutche:s with the live data and 

contains all the updated transactions and summary as required. 

6.2.5 Tht: compressed buck-up of the database is downloaded by the forensic team 

along with the application selup files (where applicatio n is executable setup 

file ) which are connected to the server side. Most importantly, for the evidence 

purpose, the forensic learn has to do the hashing o f the application and 
daUl.basc do\.mloodcd. 

6.2,6 After the data and front end is downloaded the wrgct pcrsons/organi/...ation an:: 

asked to arrange an idle machine where this downloaded database and 
application can be run to create a cloned/dummy/temp server which will 

replicate the original server. Thi s arl""dJ1gcmcnt has to be achieved during the 
scarch action so as 10 allow for accessing and analysis/investigation by the 

search tealli. The forensic manpower has Ihe pivotal role in obtaining and 

provid ing datu access in readable fonn to the scarch team. 
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6.3 &:enario 3: Ir tbe remote datahase UM:S an Application wbieh is web based 

6.3.1 A greater level of complexity is posed by remote servers if the application is 
web based, and in such situations, we have to create a cloud instance to make a 
live environment for the database application to run. The database will be 

separated and isolated and is ~ored on the cloud space. The server-s ide 

application is installed and connected with the database. A major difference in 
the process deployed ht:re is that the linkage established between the 
application and database is based on hostname-based configuration and not (P­

based configuration. lnereafter, the application is run and tested to check if 
me database connection is foolproof. Sometimes. all modu les and reporting 
features in the application may not work properly, and the forensic team 
should have the expertise for troubleshooting or coding rcquin..-d in the 
backend 

6.3.2 Finally, the working of the server and data valid ity has to be verified from the 
client-side and query rejX)rts and datl havc to be checked against the live 
server. 

6.4 Scenario 4: Whl,:n Datahnc is present in India but at dirrern! locatinn 
and siu "rdatabase i! larxe to be downloaded locally 

6.4.1 A peculiar situation was faced in the case of an organization which was using 
two different servers for different time periods., specifically for financial years 
2010-2020 a database server. say VI and from financial year 2020 onwards 
another server, say V2. The VI server database was hosted by a CSP (Cloud 
scrvtee provider) which was in India at a Mumbai location. V2 was with 
all()(her third Party CS t> (Cloud service provider) in India. say A WS. 

6.4.2 The combined size of the databases o f both V I & V2 servers was I TB 
approx. and could not be downloaded at the premises because oftcchnical and 
network dimeulties. The database was downloaded at the Mumbai data center 
after proper hashing and validation, and it was then brought to the main 
premise in Delhi. V2 server database (back-up) was uploaded in cloud and 
web-based application was linked to this server and iI was made up and 
running. 

6.4.3 Now, in the case of V2 server, the application setup files were readily 
available since it was up and running, but due to migration from V I to V2, the 
older application was no( available for running operntions IlI1d it was difficult 
to oblain the setup files. Also. since the VI server was an older version and not 
in use, il was found full of bugs and issues like missing modules. 

6.4.4 Therefore, for the V I database. a local server was created by restoring the 
database and inSlalling the necessary application. But due to the bugs which 
were found in the application progrnm, some reporting features were not 
working properly for wh ich backend queries had to be run and repons were 
fetched manually using DB Queries. 
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6.5 Sc::cnn io 5: F.RI) F.nvimnmenf 

6.5.1 Increasingly. all financial data is found stored and managed on ERr solutions 

and the tbrellsic tcams are frequently called upon to create an ERP 
environment (temp server) fur retrieval of imaged data on the customized 
application taken from the assessee i.e. tables and codes of each 

databascJmaster files of the ERI' application. 1he backend of such ERP temp 

senoer can include but is not l imited to Ornele, SA P and other commonly 
known ERP SQlut ions. 

6.6 Further, the vendors should have technical experts well-versed with Basic 

C loud Services like Compute Service, Storage Service, Network Service, 

Database Service, Security Service, Support Service ; Advanced Cloud 

Services consisting of Container Service, Managed Database as a Service. 
Content Delivery Network, MPLS Connectivity, HSM , DDoS, TLS I SSL 

CertirlCate Management, Dual I Multi Factor Authentication, Monitoring 

Services, Analytics Services ; and Managed Services consisting of Disaster 

Recovery as a Service and Backup as a Service. The data forensic service 

providers should have thorough knowledge of cloud deployment models 
especially Virtual Private C loud (VPC). and cloud service models including 

Infrastructure as a Service (laaS), Platform as a Service (PaaS) and Software 
as a Service (SaaS) 

7. The vendor should have lhe ability 10 document Data Forensic analysis for the purposes 
of The Bharatiya Sakhshya Adhiniyam,2023. 

7. 1 Ibt» Foregsics and pata Analysjs Report : The Service Provider shalt 

carry out forensic analysis a electronic dar.alelectronie evidence assigned to it 
by the ITO and submit a report in writing. 

7.2 Service Provider shall euny out restoration & analysis as per Standard 

Opcrnting Procedure as issued by 010 PDIT(Jnv.) Bangalorc from time to time 

for handling of digi tal evidence, and as per legal requirements to preserve the 
legal sanctity and evidentiary value o f the d'ltalelcctronic evidence. Service 

Provider shall carry out forensic acquisition, restoroltion & ana lysis as per 
prevailing industry technical standards for handling digital data and devices. 

The standards shou ld meet the legal requirements of Bhartiya Sakhshya 

Adhiniyam,2023 and any guidelines that may be issued by the lID to preserve 

the legal sanctity and e videntiary value ofthe data/electronic evidence. A fair 

extraction of the data should be carried ouL Any dC"iatioD rrom the 

sla ndanb sba illead 10 penal a ctions wbicb ca n range rro m bladJisting or 
the "codon to prosecution UDder the releV-Anl laws 

7.3 The report, after analysis. will. inter alia. categorize/group cI\..'Ctronic dll.UJ. as 
under : 
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7.3. 1 Deleted data : 

• All types of files including mails/excel files/Doc. files/ PDF 

files/Scanned Images/Picwrcs elc. 

• Data files for TALLY or any other accounting software like ERP 
Packages. 

• Data Files wilh respect to any database software like SQL, l'oSf. 

GRESQL, Microsoft Accc.:ss ciC. 

• Data hidden in unallocated seclors/Dala hidden in pictures or scanned 

images. 

• t>dta in mobile phones.. tablets. pen drives or any other electronic 
dcvicc.."S. 

• Encrypted DatalPassword Ilrotected Data including excel filcsfDoc 
HIes/PDF Files'RAR FileslZlP Files etc 

• Log Files includ ing Circular LogsIFlat Logs 

7.3.2 Non-deleted data: 

• All types of files including mails/excel fileslDoc. files' PDF 

files/scanned ImagesiPiclUrcs etc. 

• Data files for TALLY or any other accounting software like ERP 

Packages. 

• Data Files with respect to any database software like SQL, Post 

GRESQL and Microsoft Access etc. 

• Data hidden in unallocated sectorslData hidden in pictures or scanned 

images. 

• Dala in mobile phones,. tablets, pen drives or any other electronic 
devices. 

• Encrypted Data including excel filcsIDoc FilesIPDF Filcs/RAR 
FileslZlP Files etc 

• Log Fi les including Circular LogS/Flal Logs 

7.4 Report shall specifY the exact path of the files. sa lient features! peculiar 
ehamcteristics Ilime signatures. hash values etc 

7.5 llle Service Provider shall also aid in carrying out such investigation as 

required by Investigation Officer including password removal and breaking, 
text Search, forensic analysis of software system and incorporate the outcome 
along with its basis in the repon 

8. Spec;ific requiccmegb for Muoowu IUd leebgig! Rgoun:es : In respect of the 

above, the service provider shall deploy qualified Manpower & utilize latest software 

and hardware tools 

8. ! The Service Provider shall use original, autbentic and licensed/authorized 

hardware and software tools for the purpose of legally sound forensic analysis 
of electronic data/electronic evidence for fair extraction of data. The scrvice 
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provider sha ll not use pirdted software or unlicensed tools. The toeMS should be 

state of the art with licenses purchased for automatic upgrades as and when 

they are rolled out. The lool(s) should have full capahility for the following: 

i. Analysis of mobile data including images, scrcenshots. voice messages etc 

and extractioo o f data including WhatsAppITclcgram/Othcr messaging 

app messages (or a method to access all sueh messages) in all devices 

including Apple. Android and Blackberry devices (to the max imum 
possible extent of breaking encryptions). 

II . RI.-covery and restoration o f all data from all sectors of the electronic 

media and devices. 
ii i. Recovery and restoration o f all fonns of email 011 the cloud and mail 

scrvers or laptops in OST, PST. DBX, MIlOX, MSG, EM I ... TXT, RTF. 
IITML. MI ITML and other fonnats. 

8.2 Irrespective of the tools utili.led for data cxtrdction and analysis, the serv ice 
provider shall ensure that the forensic analysis data is provided to the 

invcSligatioo officer in a readable and accessible digital fonnat o n the device 

specified by the investigating offkcr. 

8.3 l11c vendor should have at their disposal the following tools (Of' s im ilnr priced 
ones) as shown in the in the table below : 

SI. No Tools SlI me or si milar glo~lIy Kccepted tools 

I Ilardware Write C RU Write blockcrffableau write blocker 

Blockers 

2 Software write blockers Safe Block 

3 Forensic Hardware Falcon imagerl Logic Cube Tableau Imager 

based Imager & d oncrs TD3n'ablcau Imagcr, Magnct. Parnben,TX I 

4 Forensic So!twllre Encase 7 & abovc. Forensic Tool kit, Mllgnet 

Imagers! C loncrs ax iom.Parabcn forensic replicator etc. 

S Forensic Software Macqusition for Mac. Recon imagcr for 
Imagcrs! Cloncrs for Mac,Paludin for Mac 
Applc 

6 Forensic Data Xwuys Forensics. OS Forensics. Encase. 
Extrnction Platfomls ForensicTool Kit. Magnet Axiom etc. 

7 Data recovery X-Ways Forensics/ EncaselForensie Tool Kit 

8 Mobile Phone Cellebrite UFED touch! UFED 4PC; Oxygen 
A:;quisition and Investigator! detectivc: MobilcEdit Express! 
platfonns MagnctAxiom wilh Mobile Forensics 

module, Ilanlbcn Device seizure, Encase 

Mobile 
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9 Licensed mobile UFED Physical analY.lcrl Oxygen detective 

datClbackup tools 

10 Mobile Phone D,ta Phone Rescue.. Dr.Fone, etc. 
Recovery tools for 

Apple, android and 

other Mobile OS 

" Data recover)' and Onlmck data recovery, Stellar Data Recovery, 
Deleted file recovery 7 safcData Rt.'Covcry, Oisk driller for Mac, 

tools etc. 
12 Cloud D'dla acquisition Inlella, Mail Xamincr, Nuix analyser, SPF, 

\ools Magnet Cloud. F response, UFED cloud 

analyser, Encase Cloud, rTK Cloud 

13 Non forensic Backup Macriurn Reflect, Acronis True Image, 

tools NortonGhost etc. 

I. Email acquisition tools Paraben Email analyser. Mail Xaminer, OS 
forensicSoftwarc, Intella email Plalfonn etc. 

15 Other Relevant Tools SQL rcbuildcr/ Ordclc Extractor, DB2 

including Database Amilyseretc. 

Migration 
I. AI ba",d Data RapidMiner. Tableau, Microsoft Azure 

AnalysisTools for data Machine Learning, KNIME .. Google Cloud 

mining. analysis and Auto ML, l'y'I"oreh, DalaRobol, Talend, 

visualisation 1120.ai. IBM Watson 

Analytics etc. 

8.3.1 Tools given above are only a representative list. Alternative tools with same or 

s imilar capability can be cons idered as replacement with approval o f the 

Department. The Vendor should provide proof of the existence of the above­
mentioned lools or provide financial viability to purchiI!SC: the rcquirt:d licenses 
and provide proof that such tools have been procured within 2 weeks from the 
work order. '!be vcndor should be able to provide ad hoc l00ls that may be 
required rrom time to time during the period of the cxis tence ofthc Contract. 

8.3.2 It is emphasised hc..-re that preference shall be given to Data Analysis service 

providers who can deploy AI based tools using deep learning algorithms 10 

find patterns in the Dataset which havc immediatc value to the investigation. 

or using machine learning to enable morc accurate and self- improving 

keyword search Md, s ince common themes and modus operandi are seen 
across different searches., such tools should enable utilisation of machine 

learning/deep learning acquired during o ne search in subsequent 
searchcslproj<.."Cts 
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9. Oyalifig,liouslskiU reqyiremeuts Q(Senice Prn)'ider Persol Qd ; 

9 .1 The Service rrovidcr should have qualified digital forensic specialists with 

minimum 3 ycars of experience preferably handling the C8.<;I..'S relating to 

Investigation Wing of Income tax Department or other Ccn tral/State 

Enforecment Agencies and should possess all updated forensic instrumenu 
such as oxygen forensic. encase etc. 

9.2 The vendor should provide the lisl or engi neers (with their qualifications and 

experience) who arc pan of the team with the tender. Any new person will 

have 10 be cleared by the department before being inducted into the team. 

9.3 ."ore n.'!ic Analy.'! is : 

9.3. 1 The Service Provider shall carry out the acquisition/imaging. restoration & 
analysis as per the Standard Operating Procedure of the department and as per 

the legal n..'quircmcnt to preserve the legal sanctity of the data. The Service 

l~ovK:ler shall carryout foll owing work as assigned by this Din.:ctorate and 
submit a report in writing: 

i. Forensic acquisition I Imaging o f ditTerent types o f storage media such as 
hard Drives. USB thumb drives. CDs/DVDs. Tablets. Servers etc. 

Gathering evidence and information including deleted files. cracking 

passwords from suspected computerl source with ha. .. h value report 

generation and preparing separate working copy by using legal and most 
cflicicnt and updated forensic tools. 

ii. Email Forensics: Indexing of mails. time-line analysis. keyword 
search ing. 

iii. Mobile Forensics: Logical and Physical extraction of mobile phones/ an 

kinds o f smart phones including I-phones, I-pads etc, data extraction and 
analys is., S IM card analys is. 

iv. On-site mapping and securement o f IT infrustructure. 

\I . Detection o f various accounting so ftware systems per premise. 
vi. ERI' (SA Prrally/others/custom ERP software) data acquisition. 

\Iii. U \le analysis and report generation on accounting/ERP database. 

viii . Software code analysis to detect suppression of reported income. 

LX . Enterprise wide data searches for specific search lenns. 

x. Detection and analysis of C loud Data sources. 
xi. Automated backup of specific files types. 

xii. Analysis of forensic artefacts for uscr activity mapping o n computers. 
xi ii. SQL scripting fOl"" relational database analysis. 
xiv. Custom scripting for mobile data analysis. 

xv. Acquisition and analysis or cerv dumps. 

xvi. Analysis of delctcdlNon deleted data of Excel fileslDoc files/PDF 

liles/Scan images. Dam files for TALLY or any other accounting 
application. Data hidden in unallocated sectorslData hidden in picturc~ 
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xvii. Analysis report shall also specify the location of file s. Resources shall also 
enrry out such investigation as required by Investigation Officer iocluding 
pas~ord breaking & Text Speech. 

9.J.2 llie Service Provider personnel required for forensic analysis of electronic 
data/electronic evidence which include ofT-site restoration and examination of 

e lectronic data/electronic evidence must possess at lea..t the minimum 
knowledge and skills required for this purpose as CnUmLT"dted below. 

i. Degree/ MS in Computer Forensic from a recognized inSlitute. 
ii. Proficiency in accounl.Uncy including proficiency in financial statements. 

financial tables/charts/excel based fi les and jobs of similar nature. 
III . ~roficicncy in using forensic hardware and soRware tools like Lazcson, 

Windows Shell, bash. Nirlauncher. fTK Imager, Bclcasoft, Dumpit, Password 
Recovery, Oxygen. Cellebrite, hardware based forensic c loners and imagers like 
Tableau TX I, Tableau TD2u, Magnet Axiom, OpenText Encase, Mobile phone 
acquisition, backup, data recovery tools for Apple. Android based devices like 
Cellebrite UFED 4PC etc. 

IV. Well versed with relevant laws applicable to the area of electronic evidence 
including relevant provisions ofthc Information Technology Act, The Bhar4tiya 
Sakhshya Adhiniyam.2023. 

v. Proficiency in using Tableau duplicutors. Encasc forensics, Password, write­

blockers and other latest tools. 
vi. Proficiency in Relational Database Management Systems like Oracle!Mierosoft 

SQL, Lic. Knowledge ofMS SQL & MySQL. 
vii. Proficiency in TALLY/ERP and simi lar accounting software tools including 

latest tools such as SAP, etc. 
viii. The personnel dcploYL'd should be proficient in usage of various types of digital 

systcms including mobile phones. memory chips/cards, cloud computing 
systems, servers, other remote data systemslnetworks! Nirlauncher etc 

ix. Proficiency in assessing ch .. 'Ctronic datalfileslrecordslemailslchatsl 
communications/images i-cloud etc. including by way of breaking of passwords 
and forensic &. financial analysis ofthe same. 

x. The forensic team at its backend should have members from financial 
background like CA/CFNCS to assist in digital rorensic analysis 

xi. Proficiency in various versions of Operating Systems like Windows, Linux. 
MacOS, Android, los etc 

9.J.3 The forensic team provided by each Service Provider shall preferably have at 
least 10 (ten) members comprising of : 

i. At least 5 (five) (<-'Chnical persons with necessary qualifications and 
having knowledge of accounting, forensic and computer. 

Ii. No under trainee personnel shall be deployed to execute the prQicct work 
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9.4 Data Ana lysis : The Service Provider pcrsollllel required ror data analysis 

must be qualified data analysts and possess at least the minimum knuw ledge 

and skills rcquin.-d ror this purpose including the rol lowing : 

I . Ability to gather, view, and anal}'7.e large volume o f data that may be 
present in various disparate formats. 

ii. Ilroficiency in spreadsheet progr'J.ms like MS Excel. 
III. Knowledge of Python. Power 01, SQL. R and MATlAB. 

IV. Skilled al data visuali:r.ation and capability to present reports in a ronnal as 
required. Should be ski lled at creating clean. visually compelling charts 

that will help undcrstand the data. 

v. Strong logical skills and slatistica l knowlcdge 

9.4.1 The Service Provider shou ld be able to perfonn Review and Ana lysis or Oala 
which shall include, but not be lim ited to, Bank Statement Analysis, Analysis 

of emails. social media chats, fi nancial data on applications like Tally. Tally 

ER I\ SAI~, Oracle or any other customised ROOMS application using 

software tools, database Analysis through software tools etc., relationship 

resolution & presentation of analysed data. Discovery or patterns in the data 
including the financial data using AI based or any other relevant tools. 

10. StatNlf-lb e-Arl Cybe r Forensics Lab aDd tn.jpjpQ or ITO officials; 

10. 1 Cybcr Forensics I.ab and the requiremcnt to meet statc--of the art best 
practices: Prcrercncc will be given to Service l"roviders who can deploy 

servcrslsolutions on which data o r multiple projects! searehes as available with 

the investigating officers can be kept for an all data or device-clusll.'r keyword 
seareh using big data analytics. The POIT(lnv.) Bangalore charge will be 
establishing/upgrading a Cyber Forensics lab to meet all requirements of data 

extraction and analysis using high end servers for simultaneous processing 
using device clusters for faster and more accumte and high-fidelity data 
analysis and retricvalltumaround. Prospective Service Providers should havc 

the capacity 10 scamlessly integTate their data rorensics and analysi s tools with 
the plalromls made avai lable lit Ihe CFL and work in compliance with the 

SOIls/guidelines in place and/or as issued from time to time by the 0/0 
"OIT(ln v.) Ilangalore, and the work environment conditions with a view to 

optimally utilize the processing possibilities ofthc CFL 

10.2 Trajojoe or ITO officials; lID hwnan resouree has had a long learning c urve 

by way of years of collective experience in data rorensics. there arc frequcnt 
and continuous changes/improvements in the state of the Art, ..... hich requires 
that the learning curve should be steeper. In order 10 build synchrony with the 

Investigation teams. the Forensic service providers shall take up frce-of-charge 

training sessions to gi ve hands-on training to ITO o fficers/officials SO as to 
acqua int them with the latest technological advancements in the areas of data 

imaging, extraction and analys is, covering various architcctuml designs of 
databaS<."S. proceduml issues, and software tools for all requirements of data 
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retrieval. integrity, back·up, and analysis. Every month a minimum 3 such 

sessions shall be taken at the CFl by qlUtliliediccrtilicd tntincrs engaged by 

the Servtce ~viders using live examples from situations rHccd during 

searches. 

II. Capacity to deploy Forensic: teams at distant geographical locations anywher-e in 

the Countr-y at s hor-t notice Mnd per-for-m Onsile ror-cllsie IIOlllY5i5 or electronic 

evidenuJduring sun:b openltion : 
ILl In addition to the forensic analysis of electronic data/electronic evidence 

which the Service I)rovider would generally be required to do ill the Income­

lax OOke, it may be required to do lhese acti vities st the site OUI of the office 
as well. For this purpose, whenever required, Service Provider should be able 

to depute sufficient number of tcchntc.ally qualified personnel with requisite 

hardware and software tools at short noticc for onsitc forensic analysis. 
Further, Onsltc Forensic analys is may include siles OUI of Bengaluru 

(anywhere in the Country). Accordingly, the Service Provider shall ensure that 

adequate number of h .. "Chnically qualified personnel arc made available as and 
when required by the ITO at the site located anywhere in the country. 

11.2 The Service Provider personnel are required to use their own hardware 

excluding storage devices (hard disk, pcn drive etc.) and software tools for 
imaginglback up ele. for the above JXlrpo5C. The Service Provider shall cnsure 
that the hardware and software lools are of high quality. The storage devices 

(hard disk. pcn drive etc.) shall be provided by the ITO 

11.3 Further. for onsite acquisitions! OUI or offlCC duties : 

1. No prior notice may be given 10 service provider for OUI of office duty. 

They may be moved to any site without prior nOlice. The service provider 
is to be ready to provide services at short notice at any time including odd 

""," 
ii. The Service Provider personnel may have 10 accompany the seareh & 

survey teams for the above purpose. The Oircclomte shall arrange for 

transpon of resources for out of office dUlies. Such arrangements, to the 

eXlent possible, shall be at par with whal is usually am:lIlged for Inspectors 
of Income Tax 

iii. For out of office premises duty, no addi tional rcmunerat'ioo or charges 
shall be payable 10 the Service Provider/Service Provider personnel. 

iv. Out of office duty may stretch mUltiple days at a time. Service Provider 

shall ensure Ihat the personncl arc made available for the entire duration 

for proper conduct ofolTicial work of ITO. 
11 .4 It is a lso highly necessary that the successful Forensic service providers once 

etnpanelled at Bangalore, should be ablc to engage with their counterparts 
empanelled by other l)GIT Charges so as 10 get their services with the same 

procedural rigour and quality as has been mandated by PDIT(lnv.} Bangalore. 

In olhcr words, in case services of another vendor cngagL'd by another DGIT 

Charge anywhere in India, an.:: necessitated to be hired for Inc reason that the 
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search premises lies in the other jurisdiction lor any remote: station, where the: 
Oangalorc Service provider is unable to providc its manpower, then the 

Bangalore Service provider shall be respons ible for ensuring that the quality of 
service provided by the other/outside vendor is at par wilh thai expected of the 

Service provider at Bangalore and all SOPS wid other guidelines for hand ling 
digital evidence as issued by the % PDIT(lnv.) Bangalore are Slrictly adhered 
to by that other /outside vender. 

12. Other mlilldlltnry conditions; IIIlId ge.nt'_nli (n,truetinn, (or the prOllI!«It,"e !lervice 

prm'iden 

12. 1 The Service Provider should have qualified digital forensic spceialists with 
minimum 3 years of experience preferably handling the cases relating to 
Investigation Wing of Income tax Department or other CentraVState 
Enforeement Agencies and should possess all updatl.-d forensic ;nSlruments 
such as oxygen forensic. cncase ctc. Number of digital forensic specialists 
available with the applicant should be indicated with the hid. 

12.2 n,e Servicc flrovider should have a reputed client base. The client list should 
be submittl.-d with the bid 

12.3 The Service Provider should ensure that the resource persons arc madc 
available as and when required by the officers of the office of the Principal 
Director o f Income Tax (Investigation), Bangalore. The vendor should make 
available full time recourses (which is typically 10 people) plus additional 
resources as required during the course of search and survey operalions. 

12.4 As and when required. the Service Provider' s resource person should be ready 
to travel to any premises within India. and assist them for acquiring of data. 
retrieval. analysis etc~ including requis ition at very short notice. 

12.S The Service Provider should ensure compliance of strict confidentia lity of data 

and proct.-dures., as the matter dealt with will be of high sensitivity and utmost 
importance. 

12.6 The Income Tax Department reserves the right of accepting the whole or any 
p..'Irt of the quotation received and the Bidder shall be bound to perform the 
same al the mtcs quoted. 

12.7 A consolidated bill will be submitted aller completion of the work for 
payment. The bills will be countersigned by the relevant officers before 
submitting the same for financial sanction. The bill s will be cleared within a 
reasonable time. Howeve r, in case of any unexpected delay, the contractor 
should be in a position to ofTer credit facility for the period. The guidelines and 
SOP issued in this regard shall be compiled with by the Service flrovidcr. 
Also, Service Provider shall mandatorily comply with the Feedback fonn and 
payment methodology binded to the feedback form. 

t2.8 TDSwillbemadeasperlaw. 
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12.9 The contract can be tenninsted at any time after giving one-month notice 

without assigning ony reason by the Department and two months' notice by 
the contntctOf. 

12. 10 If the pcrfonnancc of the personnel provid!"-d by the Service Provider is nOi 

found satisfactory, the Principal Director of Income-tax (Inv), Bangalore shall 

have power to tcnninatc the contract with one month's n<>cice. 

12. 11 The Service Provider shall not subcontract or penni! anyone other than himself 

to perform any of the work. service or other pcrfonnancc rL"quired o f the 
Service Provider under the contract. 

12.12 Once the project hils concludcdlor contract is temlinatcd. the Service Provider 
shall not keep any data or metadnts pertaining to it in any format or in II 

medium which can be recovered or restored through any means. The 

certificate and evidence to this effect shall be presented to the departmcnt in 

cvcry project and the violation of the same shall aUraet severe penal action 
against the Service Provider. The service provKJer shall enter into a separdtc 

Non-disc losun:: agreement with the 0 /0 PDIT(lnv.), Bangalore 

13. Indemni tv Cond ilion~ and termination conditions 

13. 1 Any change in the constitution of the concern of the Service Provider shall be 
notified forthwith by the Service Iwvider in writing to the Income-tax 

Department and such change shall not relieve any fonner member of the 

concern from any liability under the contract. 

13.2 The Service Providcr shall acknowledge that it has made itselffully acquainted 
with all the conditions and circumstances under which the services required 

under the contract wi ll have to be provided and the lenns. clauses and 

conditions, specifications and other details of the eontrdct. Thc Service 
Provider shall not plead ignorance on any matter as an excuse foc deficiency in 

service or failure to perfonn or with a view to asking for increase o f ony rates 
agreed to the contract or 10 evading any ofilS obligations under the contmc\. In 

the event of the Service l"'rovider fai ling to fulfil or committing any brench of 

any of the tcnns and condittons of this contract or indulge in following 

omission or commission then without prejudice to the Income-tax 

department 's rights and rcmL-dics to which otherwise, Income-tax department 
shall be enlitkd, the contract shall be temlinated forthwith . 

13.3 The ITO shall have the righl to blacklist such defaulting Service Provider and 

execute the work or armnge otherwise, at the Service Provider's risk and attke 

absolute discretion of the Income- tax Department. The cost of such works 

together ""ith all incidenml charges or expenses shall be recoverable from the 
Service Provider: 

• If the Service Provider or its agents or employees arc found guilty of 

fraud in rCSJXCl of the contract or any other contract entered into by the 
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Service Provider or any of his panners or representatives thereof with 

the Income· tax Depanment; or 

• If the Service Provider or any of its paMer becomes insolvent or 
applies for relief as insolvent debtor or commences any insolvency 

proceedings or makes MY composition with itsltheir creditors or 

allcmpts to do SO; or if 

• At any time during the pendency o f the contract, it comes to the notice 

of the Income-tax. Depanment that the Service Provider has misled it 
by giving ralscli ncorrect inrormation 

13.4 The Service Provider shall comply with all statutory liabilities and obligations 

or State and Central Government. lbe Income-ta.x Depanment shall not be 

liable for any contravention/non- compliance on the part of the Service 

Provider. Any contraventionlnon-compliance on the part of the Service 

Provider would be construed as a suffident ground for termination of the 
contract at the discretion of the Income-tax Department. Notwithstanding, in 

the event of the Income-tax Department being imposed with any penaltylfinc 

etc., by any Service Providerlauthority due to the non­
compliance/contmvcntion on the pan of the Service Providcr to any statutory 

laws/rules/regulations elc .. the Income-tax Depanment reserves the right to 

recover such fine/penalty etc .. from the Service l'rovider by way of recovery 
from the bills raised by the Service Provider or by any other means. 

13.5 The Income-tax: Oepanmenl may discontinue the contract at any poinl o f lime. 

by giving a nOlice at least 30 days before the intended date of discontinuation. 
without ass igning any reason and will not be liable to any additional charges or 
compensation payable 10 the Service Providcr or any other person. 

13.6 The Service Provider may discontinue the contract at any point o f time, by 

giving a notice at least 60 days before the intcnded date for discontinuation. 

But, in case of discontinuation without a notice or a notice less than 60 days 

prior to the intended date of discontinuation, the Income-tax Department will 
have the right to claim damages. and recover them from the payments due to 
the Service Provider or by any other means. 

14. Security IlcpMit/ Rank Guarantee: 

14.1 The 1m reserves the right to impose nny such other conditions on the Service 

Providers who are finnlly empanellcd for the works in order to safeguard the 

interest of the Dcpnnment and the Govt. o f India. Such admioLstntive aad 
financial conditions may include, inter alia. .IIdditioeal i.demnily clauses 
and the pre- requisite of a Earnest Mooey Deposit /Security Depositl Dank 

Guarantee for enforcement of Ilt:ecssary d iscipline and to effect recovery of 
damages in the event of non·performance and lor violation on tbe pan of the 

service provider. Such other conditioos shall be enumerated and elaborated 
lind the s.'tme shall be compiled with by the Service Provider. 
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IS. Tenure of the ~f)ntru.(: l : Ini tially, this agrccmcni shall remain in force fora period of 

36 months with erred from 01 " D«e,mber 2024 to 30th NOH~mber 2027. with the 

provision of extending it by another two years at the administrative convenience of the 

Pr. Director of Income Tax (Inv.), Bengaluru, subject to satisfactory performance 

16. Arbitration: In the event of allY dispute or lIifferences arising as to the execution of 

the contract or as to the respective rights or liabili ties of the parties hereto or 

interpretation of any of clause thereof on any condition of agreement (exct.~pt IlS to any 

matters the decision of which is specially provided for or the special cooditions), the 

dispute shall be resolved in accordance with the provisions of the Arbitration & 
Conciliation Act, 1996 and the Ru les there under and any statutory modifications 

thereof, for the time being in force, shall deemed to apply to the arbitration 
proceedings. The award of the arbitrator shall be final and binding on panics 10 the 

agreement 

17. Terms of IJJly mc nt : 

17.1 The Service Provider shall keep a proper and comprehensive account of the 

resources deployed for the forensic analysis of electronic data/electronic 

evidence which will have to be verified by the Investigating Officcr. T he 

dela ils of t.he resources deployed shoukl be presented for accounting for 

t he verification or lime SpeDt each resource a long witb jllslifieMtion ror t he 

t ime spent by each resource on the concerned project. O nly a fter th is 
ver iflCJl tiOD a nd pn:seol.tion o f pro per juslifia tton, tbe invoic:es w ill be 

cleared for payments. The payments shall be on the basis of Feedback 
fo rm li nd the pay me nt methodology lioked to it. 

17.2 The Service Provider shall conduci dai ly meetings at the end of each work day 

with the investigating officer to present him with the progress made in the 

analysis and submit a report of the major findings and the man l10urs spent and 
charged to the depanmcnt. The Service Ilrovidcr shall also conduct a meeting 
with the Unit head on a weekly basis and present him with the major find ings 

and the amount charged to the department and thc resources deployed in the 
week. No payment shall be made to the Service Provider if it is found that 

such meetings have nOI been conducled and the Investigating officer as well as 
the unit head have not bccn kept duly informed about the progress of thc 

projt:ct find major findings made. 
17.3 The Service Provider shall maintain a workJog at mid action points verified by 

the Authorized OffICer at the premises. Similarly, for post search activity, a 
worklog is to be maintained and verified by processing Investigating Officer. 

The work log should capture the work perfonncd, the name of person from the 

service provider who is performing the work, the Slart time.. the end time, the 
tools utilised etc .• the worklog should match the bill raised by the service 

provider. 

17.4 Once the projeet has concluded, the Service Provider sholl not retain with it 
any data or metadala penaining to it in any fonnat or in any medium which 

can be later recovered or restored through any means. The Service Provider 
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should actively eliminate and destroy any traces of dam relating 10 lhe project 
undertaken immed iately after the completion of project. Further, a certifICate 

to this effect shall be presented to the ITO in every action along with the bill 
and any violation of the same shall attract severe penal action against the 
Service Provider. including cancellation of the cmpanelment. Also, recovery 
of damages from the Security Deposit shall be made in the event of non· 
performance and lor violation on the p.1n of the service provider. 

17.5 A consolidated bill will be s ubmitted after completion of the work for 

paymcnt. lhc bills will be countcrsigned by the relevant Officcrs before 
submitting the same for financial sanction. The bills will be clearcd within a 
reasonable timc. I lo lVever, in case of any unexpected delay, the conlractor 
should be in a position to offer cred it facility for the period. The paymen" 
sha ll Iw on the basis of Feedback form and tbe payme nt methodology 
linked to if. 

17.6 Dills pertaining to mid·search actions and post·scarch actions should be put up 
separately. clearly stating the nature o f actions carried out. 

17.7 I:or out of office duty, no additional remuncmtion or c harges shall be payable 
to the Service Provider/Service Provider personnel. 

18. Non· Disclosure Clauses: 

IS. I Prohibition OD illegal and/or unaulhori.,.ed usage of Income Tu ITO dat .. : 
It must be dearly understood that all data 
imagl.-dlretrievedlextructedltakcnlacquiredlacccsscd from the search premises 
and/or provided by the officer concerned fOl'" data 
rctrieval/storagefextractionfclustering!analysislany service (by whatever name 
called) to the Service provider sha ll be termed as 1'1'1) data and shall belong 
only and only to the ITO or % Ihe IJJ)IT{ln v.). Ua ngalo rc. Sueh data shall 
in no way or form be kept in the personal custody of the service provider / 
personnel deployed by service provider, shall not be copicdlprinted without the 
cxplicit approval and direction of the COf1ccmcd 
oOiccr.shali not be 

takenlmovedltransmittcdldc lcledlmodificdlmanipulatcdlmergedlremoved by 
the service providcr. 

18.2 The Service Provider personnel shall act for and on behalf of the POIT and 
shall not make any copy ofdats held by the ITO in any form andlor manner, in 
an unauthorized way. 

lS.3 The Servk:e Provider personnel shall not hold data of the IlU with them 
independently at any point of time. Such possession will tJlntamount to illegal 
and/or unauthorized usage whether actually used or not. 

18.4 If Service ITovider personnel misuse the datu or indulge into illegal and/or 
unauthorized usage of data or cause a deliberatc ael of omission or 
comm ission, they/Service Provider shall be liable for prosecution under 
applicable laws in addition to ca ncellation of the empanelme nt and other 
consequences. without any notice. Further, tht)'lService Provider may be 
blacklisted from providing a ny service to the PJ)IT in future. 
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18.S lhc clauses regarding illcga l nnd/or unauthorized usage of data are very 

important and may be noted by Service Provider with due care, as the PDIT 

office attaches great importance to sensitivity and confidentiality of the data. 

18.6 The service provider and its resources are expected to ensure complete 

confidentiality and integrity of the ITO data. Hence, any breach or likely event 

which may damage the rcputatiOfl of the Department of integrity or the search! 

survey operations of the Department would be make the service provider liable 

for damages. without prejudice to other actioos that may be initiated by the 

department 
18.7 The (Indian) I"fonnmion Technology Act, 2000 deals with the issues relating 

to paym..:nl of compensation (Civil) and punishment (Criminal) in case of 
wrongful disclosure and misuse of personal dala and violation of contractual 

tenos in respect of personal data and the Service Provider and its personnel 

shall be accountable for any lapses. 

18.8 Further, under section 43A of the (Indian) Infonnation Techno logy Act, 2000, 

a body corporate who is possessing, dealing or handling any sensitive personal 

data or infocmation, and is negligent in implementing and maintaining 
reasonable security prdctices resulting in wrongful loss or wrongful gain to any 

person, then such body corporate may be held liable 10 pay damages to the 
person so affected, It is important 10 nOle that there is no upper lilliit specified 

for the compensation that can be claimed by the affeeted party in such 

circumstances. This shall also be applied for the Service Provider and ilS 

personnel and shall be accountable for any lapses. Section 43A of the (Indian) 

In fonnalion Technology Aet, 2000 is hereby reproduced for more clarification 
in this regard 

(4JA Compen.saJion for failure 10 proleel daJa. Where u 
body corporate, pouessing, dealing or handling any sens;l;ve 

personal data or information in a COmpUler resource which it OWfl.!'. 

conlrol.\'or operates, is m!gligcnf in implemcn/ing and nlllinfoillillg 

reasoooble security practices anti procedures alld thereby CllUses 

wrongfullo.u or wrongful gain 10 all)' person. SlIch holly corporate 
shall be liable 10 pay damages by WGryI of compensatioll 10 the 
person so affecled 

Erplanalion - For/he purposes of this sec/ion: 

(i) "bOIly corporate" meafl.!' any compony and includes 
a firm. sole proprietorship or other lUsocialioll of 

individuals engaged in commercial or llrofe.uional 
aclivjtiel".' 

(;i) "reasoooble security praclices and procedlll'e,\'" 

means secur;IY pracliccs andJN'fX%dllfV!s designed /Q 

protect such informationfro", unauthorized access, 
damage, use, modification. disclosure or 
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impairment, as may be .fpecijied in an agreemelll 

befween fhe parlies or at may be .fpecijied in any 

law for lhe lime being inforce and in lhe ab.fence of 

Sllch agreemenf or any law, such reasonable 
security praclices and procedures. as may be 
prescribed by lhe 

C~nlral Gowrnmenl in CfJflSlIlWlion wilh such 

professional bodies orassocilllimJS u.s il may 

til!l.!mjil: 

(iii) Sensiliw! personal dOla or in/orn/Olion'" means slIch 

persanai information u.~ may be prescribed by tile 
Celllra/ Gomrnment i" consultalion wilh silch 
professiollal bodies or (lSsl)Cial;on:J as ;1 may ekem 

fil. 

18.9 ~tion 66 of the (Indian) Information TI.:chnology Act, 2000 provides thut if 
allY person, dishonestly or fruudulent ly does any act referred to in section 43. 
he shall be punishable with imprisonment for a tenn which may extend to 
th ree yeats or with fine which may extend to Rs. 5.00,(00) or with both. This 
sha ll also be applied for the Service I'rovider and its personnel and shall be 
accountable for any lapses. 

18.1 0 If any misconducts/malpractices of the Service Provider or and any of its 
personnel caused any loss/embezzlement of revcnue to the govemment 
exchequer, the Service Provider shall be accountable for making this loss good 
and the PDIT (Inv.). Bangalorc shall be empowered to recover it or takc 
necessary action as deemed fit and or refL., the case to the suitable enforcement 
agency for taking remedial action, ifony, in this regard. 

18. 11 The SL"rVicc Provider shall ensure that the evidentiary value of the devices/dots 
imaged/sei7..cd/backed up is protCt: tL-d a."; per the requ irements of Bharatiya 
Sakhshya Adhiniyam,2023 and any othcr laws in place wi th regard to digital 
evidence and shall provide necessary certificatcldocuments as mandatL-d by 
law to that eOect. The Service Provider shall also provide the certificate for 
admissibility of electronic records/data under Section 63(4Xc) of the Bharntiya 
Sakhshya Adhiniyam,2OD. 

18. 12 If the service provider comes to know that its services are being utiliLCd by the 
PDIT (Investigation) in the case of its works of clients or otherwise rclatL'(i 10 

it. The scrvicc provider shall immediately infonn the PDIT (Investigation) of 
possible conniel of interest and immediatcly disposes of all the data related to 
the caSe! and refrnin from providing services in the given casco 

18. 13 The service provider shall enter into a scparnlc Non-disclosurc agreement with 
the 0 /0 PDIT(lnv.) Bangalore. 
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18.14 The SOP/guidelines issued for service providers by the PDIT(lnv.} Bangalore 

shall be followed by lhe Service Providers and any violation of the same may 

attract cancellation of theirempanelmcnt 
19. No al teration shall be made in any of the terms and cond itions of lhe bid documenl by 

scoring out. In the submitted bid. no variat ion in the conditions shall be admissible. 

Rids not complying with the terms and conditions listed in this section arc liablt::: 10 be 
ignored. 

20. In the event of bid being accepted, the bid will be convened into a contract. which will 
be govemed by the terms and conditions given in the bid document. The instructions to 

bidders shalt also form part of the contract. 

21. The terms and conditions given in Section-Il l & IV, along wilh profile of the applicant 

Service Provider, as prescribed in the Annnur-e-A of this tender document, shall be 
signed and returned in lhe envelope marked as 'T«h.tcal Bid ', otherwise the tender 
will be rejected. 

22. The Income-tax Department does not bind itself to accept the lowl:5t bid. 

Read and accepted. 
Date Signature and stamp of the Bidder 

or Authorized signatory, Place 
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SECTION· V 

scorE FOR EM I'ANElM£NT AND OTIlER CONDITIONS 

I. 111C Tender is for Empane lment of Vendors. 

2. If thc diffcrent companies quote least prices in diOercnt categories. All the companies 

should be ready to match with the lowest prices quoted by other companies and should 

provide the service in lowest quoted price and also the company quoted the least should 

not have any objection ofthcir price to be matched. 

3. The Pr.OIT (Inv.), Bengaluru makes no commitments, explicit or implicit, that this 
process will result in a business transaction with anyone. This Tender docs not 
constitute an offer by the department. 1llc bidder's participation in this process may 

result in selccting the l-t bidder and further to invite other bidder for empanelment at 

l·l ra tcs. The commencement of such empanelment does not however, signify 0. 

commitment by the dcpartment 10 award the bid. The department also reserves the right 

to accept or reject any bid. and to annul the bidding process It t any time, without 

thereby incurring any liabi lity to the affccted Bidder or Bidders. 

4. The o ffer is only for empanelment and the same would not amount to any ",ork contract 
or surety with reference to allotment of work. 
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S ECTION-VI 

TIo' C IINICAL BID DOCUMENT . 
I. Name and address orthe registered Agency 

2. Name & Address oftM Owncr(s) 

1. PAN & Service Tax Registration No. 
( Proof to be enclosed) 

4. Year or Commencement of Agency 
(with evidence for having experience in Dig ital 

Forensic Services) 

,. Copies of IT Retutru along with Tax Audit 

Report in Form 3CD for AVs. 2022-23 and 

2023-24 

6. Year of fonnat ionfY ear of I nc.:orpornlion 
( rroofto be enclosed) 

7. Number of Digital Forensic Specialists 
available with qualificat ion (to be enclosed 
with evidence of education qualifications and 

experience in Digilal Forensic Services) 

8. Cl ient list to be enclosed (with evidence of 

providing Digital Forensic Services) ,. Enforcement agencies who had taken sen-iccs 
ofthc applicant in lust 3 years 
(Prooflo be enclosed) 

10. Any other remarks 

If response to lilly of the lIems mentioned at SI.No. 1-9 alxne IS not fumlsm.-d or If any response to 

IIny item at Sr. No. 1-9 is negat ive, the bid may be rejected. 

Signature oflhe Authorised SignalOry 

DECLARATION 

I I We hereby cenify that the information fum ishl-d above is full and correct to the best of 
my/our knowledge alld belief. I/We urKIerstand that in case any deviation is foulld in the above 

statement at any stage, the agency will be blacklisted and may not be pcnni tted to bid in fu ture. 

Signature of Authoril.cd Signatory with date) 
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SECTION·VII 

fo"INANCIAL BID DOCUMENT FOR DATA FORENSIC WO RK 

I. Name and address of me registered Agency 
with telephone number ofthc: applicant contractor 

2. Pennanent Account Number(l'AN) 

3. Names and Addresses oflhe I'roprietor/Pnrtoc..'fSI: 
Directors and their PAN 

4. Rale Chan (Exclusive ofGST) 

PART A 

(Rate for Forensic Services) 

S.No. Category off'orett~ic Digital Device Device size! Rate (in figures) Rate: (in 

Crilerill wo"") 

I. PEN DRIVE:· 

(.) Imaging! Cloning of Pcn drive data Any size! Rate per 
device 

(b) Carving. ExtrdCtion, Indexing& Any size! Rate per 

Keyword filter of Pcn drive data 
device 

(0) Analysis of Pen Drive data Any size! Rate per 
hoo, 

2. E-MAIL:· 

(.) Imaging! back up of£..mail data Up to 75 Gigabyte 

irrespective of Domain (stored al 
I Rate per device 

locall cloud server) 

(b) Imaging! back up of E-mail data Above 75 

irrespective of Domain (stored at 
Gigabyte! Raic per 
device 

locall cloud servtr) 

(0) Carving, Extraction, Indexing & Upto 7S 

Keyword filler of E-mail data 
Gigabytd Rate per 
device 

(d) Garving. Extraclion. Indexing & Above 7S 

Keyword filtl..'T of E-mail data 
Gigabytcl Rate per 
device 

(0) I-leader and Data analysis of E· mail Up to 75 

""" 
Gigabytd Rate per 
hour 

(Q I leader and Data analysis ofE- mail Above 75 

"""' 
Gigabyte! Rate per 
h~ 

J. MOBI L.; P ltONES AND TABLETS:-
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(.) Imaging! Cloning of data of Mobile Any sizel Rate 

I'hones and Tablets per device 

(b) Carving. EX\flIf,';tion, Indexing & Any si ... ..cI Rale 

Keyword filter of data of Mobile per device 

j'hooes and Tablets 

(0) Analysis of dala of Mobile Phooes Any size! Rate 

Wid Tabkts per hour 

4. liARD DIS K ORI VF.s, LA.PTO PS AND O":;SKTOPS:-

(.) Imaging( Cloning of data of I· lard Up 10 I 
Disk Drives, Laptops and Terabyte! 
Dcsklops etc. RUle per 

device 
(b) Imaging! Cloning of data of llnrd Above: 1 

Disk Drives, Laptops and Temb)1e/ Rate 
DeskioDS etc. per device 

(0) Carving, Extraction. Indexing & Up 10 I 
Keyword filler of data of l iard Tcrab)1e/ 
Oisk on \ 'CS, Laptops and Rale per 
Desktops etc. device 

(d) Carving, Extraction, Indexing & Above 1 
Keyword filler of data of Hard Terabyte! Rate 
Disk Drives, Laptops and pcrdevice 
Desktoos etc. 

(,) Analysis of data of Hard Disk Upto 1 
Drives, Laptops ond Desktops Terabyte! 
etc. Rate per hour 

(Q Analysis of data of Hard Disk Abo\'c I 

00= Lapt"", ond Desktops Terabytel Rale 
t iC. per hour ,. S[RV t: R:-

(.) Imaging! Cloning, Rate per Hour 
Ext raction, Carving and Indexing 

(b) Analysis of Server Data Rale per Hour 

Signature of the AuthoriM:d Signatory 
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SECTION-VUI 

[VALUATION M.ETHOD OF BlD 

T he cr iteria of sd ci!lion liS well a s re jection. 

I. The bidder should fulfil eligibly criteria mentioned in Section-I II of thi s document to 

be able to qualifY for consideration at the stage of technical evaluation: i.e. Only those Oid(s) 

shall be treated as responsive bides) wh ich fulfils all the criterion/parameters 

2. Incomplete tenders would be rejected. 

3. Tendering process shall be finalized only when there are at least three responsive bids. 

4. In a nonnal si tuation, the contract shall be awarded 10 the lowest responsive bidder. 
Ilowever. mere lowest rates arc not the sole criteria of selection. Income-tax department, 
Bengaiuru, is not bound to aceept the lowcst rates. 

5. Without affecting the sanctity of the abovc critcrion, Income-tax department, 

Bengaluru reserves rights to relax any condition of eligibility criteria qualifying the bid(~) 
based on merit of each case and if the situatKJn so warrants in the interest of the department. 

6. Income-tax department, Bengaluru reservl!S the right to accept or reject any or all bids 

without assigning any reasons_ 

7. Income-tax department Bcngaluru also reserves the right to reject any bid (including 

the loweS!: one) which in its opinion is not responsive or violating any of the 

conditions/specifications or which is found to be adopting unethical business pr.1Ctices; 
without bearing any liability or any loss whatsoever it may cause to the bidder in the process. 

T he pa rameters lind 1)(1)CCSS for Evalua tion. 

1. The technical bids will be evaluated by the screening committee on the basis of 

following parameters. 

(a) Past performance. 

(b) Credentials. 

(c) Financial capacity with respect to gross receipt. 

(d) Evaluation ofcompctcncy done by Tender Committee. 

(e) Fulli [ment of provisions of legal obligations. 

2. Evaluation of these parameters shall be based on documents and information 
submitted by the bidders without recourse to extrinsic evidence. 

3. Financial bids of those who qualify after the evaluation o f technical bids by scn.-cning 
comminee would be opened. 
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Anntllurc'A' 

PROFIU: OF ORGAN IZATION 

(To be submitted along with Technical Bid) 

SI No. Particulars Details 
1. Name of the Firm 
2. Permanent 

I ""';,,) 
Account NumberfrlN No. (enclose 

3. ScrviceTax R istrnt ion No. if an 

•• Full address. with email, I'hone, Fax. Mobile 
Number 

s. Nanll! and address of ProprierorlPannerslDim:tors 
and their PAN 

6. Year of Estnblishmcnt of the Finn 
7. Period of experience in the field of providing 

Digital ForcnsK: Services 
8. Details of services provided (cnclose documentary 

proof of the: same) with satisfactory completion 
certi ficates of the concerned organisations) . 

9. Details of Demand Draft in respect of Earnest 
Money Deposit 

10. Any other information in support of their past 
antecedent. present experience. approach & 
methodology of work. competency to execute 
contract, financial capaci ty etc ... 

Note: Please attach extra sheet in suppa" of your infonnation. if space in the column is insufficient. It 
is requested to visit the site and asc;:enain the quantum of work before submitting the tender. 

Also. the bidder is requested to submit the following: 
(a) Copy of the statement of accounts viz. balance sheet. Profit and Loss AttOWlt, audited if 
applicable, and InCOOle tax return particulars of the bidder foc the financial years 2021·22 & 2022·23 
is to be submitted highlighting financial standing and turnovcr of the service provider. 
(b) A copy of PAN Card, GST Registrat ion. 
(b) lnfonnation regarding any litigation, current or during the last three years in which the bidder 
wlllll'is involved, the opposite Service Provider/party(s) and the disputed amount. 
(e) Details regarding any work ortler that was abandoned at any stage. prematurely lerminaled or 
resulted in inordinate delay along wi th reasons foc the same (copies of relevant docuOlCTlI5 to be 
enclosed). 
(d) Details of similar works carried out in the lasl 3 years. includi ng name of the organizat ion, 
receipts Financial Year wise. 
(e) Letters if any, from concerned organization for outstanding work. 
(g) Earnest Money Deposit (EM D) of Rs. 30.0001· by means o f demand dmft drawn in fa~·our of 
ZAO, C BDT, Bengaluru payable at Bcngaluru. 

Signature & Seal of bidder 
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